Volume 1(2026), Issue 2

pp. 55-68 TSARKA SCIENCE

elSSN: 3134-6057
PISSN: 3134-6049

DOI: 10.66571/tsarka-3134-6057-07

REVIEW OF MACHINE LEARNING METHODS FOR
PREVENTING FALSE-POSITIVE SQL INJECTION
DETECTIONS

A.A. Askarov™, S.B. MukhanoV'

TAstana IT University, Astana, Kazakhstan,
*Corresponding author: datathink501@gmail.com.

Abstract

SQL injection remains a persistent web-application threat, yet practical detection
systems often suffer from false positives that disrupt legitimate traffic and cause
analyst fatigue. This review surveys machine learning methods for SQL injection de-
tection with a focus on preventing false-positive outcomes in deployment, espe-
cially in Web Application Firewall (WAF) contexts. We define the scope across three
observation layers—SQL query strings, HTTP request payloads/parameters, and de-
rived network-flow features—and analyze how dataset design, feature engineering,
and model selection influence false-positive behavior. We describe commonly used
benchmark datasets and highlight limitations that hinder generalization, including
synthetic traffic generation, label noise, multi-label ambiguity, and extreme class im-
balance in web-attack traces. We compare classical machine learning models, deep
learning approaches, hybrid systems, and anomaly-detection pipelines, emphasizing
techniques that explicitly target false-positive reduction: threshold and risk-score
tuning, probability calibration, cost-sensitive learning, ensemble strategies, adver-
sarial training, and explainability for rule refinement. We summarize evaluation prac-
tices, recommending metrics suitable for imbalanced, low-base-rate settings and
cost-aware decision-making. Finally, we discuss deployment constraints (latency,
throughput, online learning, and concept drift) and articulate open research challeng-
es and concrete recommendations for building reproducible, robust, low-false-posi-
tive SQL injection defenses.

Keywords: SQL injection, machine learning, false positives, web application fire-
wall, adversarial training, calibration, dataset realism, anomaly detection.

1. Introduction

SQL injection (SQLi) is an injection-class vulnerability in which attacker-controlled
input is incorporated into database queries, enabling unauthorized data access or
modification and, in some cases, escalated operations [1]. SQLi is explicitly refer-
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enced within the broader “Injection” risk category in the OWASP[2] Top 10 guidance,
reflecting its continued relevance in web security practice [3].

The scope of this review is ML-based detection and prevention of SQLi with a narrow
but operationally crucial target: reducing false positives (FPs). We treat “false-posi-
tive SQLi prevention” as preventing false-positive outcomes (unnecessary blocking/
alerting) rather than preventing SQLi attacks themselves. This distinction matters
because many ML papers optimize headline accuracy on benchmark datasets, while
production WAF and intrusion-prevention scenarios require extremely low false-pos-
itive rates, robust operation under drift, and explainable decisions that can be tuned
[4].

Definitions used throughout: - False positive (FP): benign activity incorrectly labe-
led as malicious/SQLi [4].

- False positive rate (FPR): FP / (FP + TN); when base rates are low, small FPR values
can still create large absolute alert volumes [2].

- WAF context: a gateway that inspects HTTP requests and blocks or logs suspect-
ed attacks; FP handling is typically part of staged rollout, tuning, and threshold con-
figuration [5].

SQLi types and why they matter for false positives. SQLi includes multiple exploita-
tion styles that differ in surface form: for example, “blind SQL injection” infers data-
base truth values via application response behavior rather than direct error output
[6]. This diversity expands the “attack language” and increases overlap with benign
strings (especially in user-generated content, search boxes, analytics parameters, or
encoded payload fragments), which directly contributes to FP risk when detectors
operate primarily on payload lexical cues [4].

False positives are intrinsic to security detectors and require tuning. The NIST[4]
guidance forintrusion detection notes that false positives and false negatives cannot
both be eliminated; reducing one often increases the other, and altering configura-
tions to improve accuracy is “tuning.” [4] It additionally cautions that anomaly-based
detectors often generate many false positives in diverse/dynamic environments and
can be difficult to interpret for analysts—both issues directly relevant to ML-based
WAF anomaly detection [4].

Thresholding is operationally central in WAFs. Many WAFs accumulate evidence
from multiple rules and compare an overall score to a decision threshold; for example,
documentation describing CRS-style anomaly scoring highlights that a total anoma-
ly score is compared to a threshold to decide whether a request is malicious [5]. This
reinforces why “FP prevention” is not only a classifier choice, but also a thresholding,
calibration, and rollout problem.
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2. Materials and methods

This review was conducted using a structured narrative methodology aimed at
synthesizing primary, peer-reviewed sources concerning the application of machine
learning to the detection of SQL injection (SQLi) attacks, with particular attention
to the prevention of false-positive (FP) outcomes in operational deployments. The
synthesis prioritized recency (publications from 2016 to 2026) and reproducibility,
while seminal earlier works were retained where they define widely used benchmark
datasets or foundational problem framings (e.g., HTTP CSIC 2010, ECML/PKDD 2007,
and early anomaly-based WAF formulations) [7].

Search strategy. Bibliographic searches were conducted in IEEE Xplore, the ACM
Digital Library, Scopus, ScienceDirect, SpringerLink, and Google Scholar, supple-
mented by targeted queries in arXiv to ensure coverage of recent open-access
preprints. Search terms combined the following concepts and their lexical vari-
ants: “SQL injection detection,” “machine learning,” “web application firewall,” “false
positives” / “false alarms,” “ModSecurity,” “OWASP CRS,” “adversarial,” “calibration,”
“thresholding,” “concept drift,” together with established dataset names (CSIC 2010,
CIC-IDS2017, ECML/PKDD 2007). The order of preference for source selection was:
(i) peer-reviewed journal and conference publications; (ii) official dataset releases
and reputable security research venues; and (iii) open-access preprints, where they
represented the most accessible form of an influential recent contribution—a cir-
cumstance commonly observed in adversarial-machine-learning research targeting
WAFs [8].

Inclusion and exclusion criteria. Studies were eligible for inclusion when they (i) ad-
dressed SQLi detection within HTTP, SQL, or query-context pipelines, or within WAF
architectures; (ii) reported FP-reduction mechanisms applicable to SQLi detection
systems, including probability calibration, precision-recall analysis, threshold tun-
ing, or cost-sensitive learning [2]; or (iii) provided clearly described datasets and re-
producible evaluation procedures. Sources lacking sufficient methodological detail
to support analytical comparison, or whose evaluation setups could not be verified,
were excluded or, where relevant for context, retained and labelled as limited-evi-
dence.

Data extraction and analysis. From each included source, the following information
was extracted where available: dataset and unit of observation (SQL query string,
HTTP request payload, or network flow), feature engineering strategy, model family,
evaluation metrics, FP-related results, and deployment context. Where datasets or
metrics were not explicitly reported, this was recorded as “unspecified” rather than
inferred. Extracted information was synthesized thematically along four axes: (i) da-
taset realism and label quality; (ii) feature engineering choices; (iii) model selection
and FP-reduction techniques; and (iv) deployment-related considerations such as
latency, online learning, and concept drift.
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Limitations of the methodology. Reported metrics across the surveyed studies
are not directly comparable because of substantial differences in dataset realism
(synthetic versus production traffic), unit of analysis (payload, full HTTP request, or
network flow), label definitions (binary versus multi-label), and train/test partition-
ing protocols. Dataset realism and label quality have been shown to materially influ-
ence performance estimates [9]; the comparative analysis presented in this review is
therefore qualitative rather than quantitative.

3. Results and discussion
Timeline of influential artifacts (datasets, WAF-centric ML, adversarial work). (Con-
ceptual timeline; not exhaustive.)

A conceptual timeline in the source review traces the development of FP-aware
SQLi detection from early benchmark datasets such as ECML/PKDD 2007 and CSIC
2010 to recent WAF-centric learning, adversarially robust ModSecurity approaches,
production audit-log datasets, and context-enriched request-response datasets.

Datasets used for SQLi detection research

Table entries emphasize what most affects false positives: realism, label definition,
class balance, and whether the unit of analysis matches deployment (payload vs full
request vs flow).

Table 1. Datasets used for SQLi detection research

Dataset / benchmark Main use FP relevance
1 2 3
ECML/PKDD 2007 Full HTTP requests; mul- Useful for context-rich FP
[10] ti-label SQLi analysis and label ambigu-
ity.
HTTP CSIC 2010 [7] Synthetic HTTP requests; | Strong baseline, but often
normal vs anomalous optimistic for real traffic.
HttpParamsDataset Parameter payloads with Good for payload tests:;
[11] explicit SQLi subset weak endpoint context.
SR-BH 2020 [12] Multi-label web-request Adds richer labels than
dataset simple attack/normal splits.
CIC-IDS2017 [13] Network flows with Severe SQLi imbalance;
web-attack SQLi limited payload semantics.
LycoS-1DS2017 [14] Corrected CIC-derived Shows preprocessing
flows errors can distort FP esti-
mates.
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1 2 3
ModSec-Learn [8] Benign HTTP plus SQLi
payloads for WAF learning

Benign and malicious SQL
gueries for evasion tests

Closer to operational WAF
decision boundaries.

WAF-A-MoLE [8] Useful for robustness

studies; benign realism is
limited.

Production ModSecu-

30-day blocked-request
rity logs [9]

corpus

High realism for alert-
stream and rule-trigger
analysis.

Request-response
honeypot set [15]

Context-enriched labeled
request-response pairs

Response context can
reduce payload-only false
positives.

Key dataset-driven FP insight: false positives are frequently data-defined. Syn-
thetic datasets with limited endpoint diversity and sanitized structures can make

benign traffic “too clean,” inflating separability and hiding the operational reality that
benign inputs can contain attack-like substrings [9].

Feature engineering approaches

Feature design controls what “looks suspicious,” so it directly shapes FP behavior.

The dominant families:

Table 2. Feature engineering approaches

Feature family

Main value

Main FP concern / note

1

2

3

Lexical tokens

Strong on classic sigha-
tures and obfuscation [10]

FPs rise when benign
text contains SQL-like
tokens [4].

Request structure

Uses field position and
context to disambiguate
input [10]

Usually lower FP than
payload-only features.

String-shape statistics

Captures length, entro-
py. and encoding cues

Can flag long or encoded
benign inputs [4].

Rule-trigger features

Turns CRS activations
into operational ML sig-

nals [5]

Depends on rule quality,
but learned weights can
help [16].
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1

2

3

Multi-label encodings

Support richer CAPEC-
style labels [12]

Quality depends on how
well encoding preserves
meaning.

Network-flow features

Capture traffic-behavior
patterns

Usually weak for con-
tent-level SQLi; FP insta-
bility is common [4].

ML models for SQLi detection
The model families below are grouped by what they optimize and how they tend to

fail in FP-heavy settings.

Table 3. ML models for SQLi detection

Model family

FP-reduction strength

Main limitation

1

2

3

Classical supervised ML

Easy to calibrate and
tune at low-FPR points
[17]

May overfit lexical arti-
facts and drift [4].

Deep learning

Learns features au-
tomatically and can be
calibrated

Needs strong benign
data; FP debugging is
harder [8].

Hybrid WAF + ML

Learns rule weights to
improve TPR/FPR and
latency [16]

Depends on rule cover-
age and service-specific
data [16].

Adversarially robust WAF
learning

Improves robustness
while keeping false alarms
low [18]

Needs continual
threat-model updates
[19].

One-class / anomaly
detection

Useful when attack la-
bels are scarce

Often high FP in dynam-
ic environments [4].

Program repair / rule
synthesis

Directly optimizes low-
FP blocking [20]

Can be brittle and main-
tenance-heavy.

Techniques explicitly aimed at reducing false positives

False-positive prevention is best treated as a set of interventions spanning train-
ing, decision, and operations.
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Thresholding and operating-point selection. Many security systems aggregate sig-
nals and compare them to a threshold; in CRS-style anomaly scoring, per-rule scores
accumulate and are compared against a threshold [5]. In FP-sensitive deployments,
results should be reported at the intended operating point (e.g.. TPR at 1% FPR) rather
than only as global accuracy [2].

Probability calibration. When models output probabilities/scores that guide block-
ing decisions, calibration can reduce “overconfident” mistakes that translate into FPs
at low thresholds. Foundational work shows that methods such as Platt scaling and
isotonic regression can significantly improve predicted probability quality [17].

Learning rule weights from data (hybrid rule+ML). ModSecurity/CRS pipelines can
be reframed so that CRS rule activations are features and the system learns weights
to improve the detection-FP trade-off, rather than relying on static heuristic severity
weights; ModSec-Learn reports improved trade-offs and the possibility of discarding
>30% of CRS rules via sparse regularization (which can reduce both FP and inference
cost) [16].

Cost-sensitive learning and explicit FP penalties. In practice, FP costs are often
higher than FN costs in revenue-critical endpoints (checkout, login, API calls). Op-
erationally, this is reflected in the long-standing guidance that organizations tune
systems by choosing a point on the FP/FN trade-off curve that fits their resources
and risk posture [4]. Modern WAF-ML approaches operationalize this by optimizing
detection at constrained low FPR (e.g.. “negligible false alarm rates” while boosting
detection) rather than maximizing unconstrained accuracy [18].

Ensembles and cascades. A common FP-reduction pattern is a cascade: low-cost
coarse filtering (e.g.. rule-trigger/keyword heuristics) followed by a high-precision
model only on suspicious traffic. This also helps latency/throughput constraints,
particularly when combined with caching/acceleration methods [21]. (Where specific
ensemble details are not reported in a given primary source, they should be treated
as design patterns rather than benchmarked results.)

Adversarial training and robustness evaluation. Adaptive attackers can manipulate
SQLi strings to evade syntactic detectors without changing semantics. WAF-A-MoLE
demonstrates this by applying semantic-preserving mutations and reporting that it
bypasses the ML-based WAFs evaluated in that work [19]. ModSec-AdvLearn then
uses adversarial training to improve both trade-off and robustness, reporting im-
provements such as increased detection (up to 30%) while retaining negligible false
alarm rates, and robustness improvements (up to 85%) against adversarial SQLi ma-
nipulations [18].

Explainability for FP debugging and safe tuning. NIST highlights that anomaly-based
alerts can be hard to interpret, complicating FP validation [4]. WAF rule-feature mod-
els (linear or sparse) provide an inherently actionable explanation channel: which
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rules fired and what learned weights were applied, enabling targeted rule refinement
and safer tuning than opaque end-to-end classifiers [16].

Evaluation metrics and reporting practices

Why many “high accuracy” results are insufficient. In imbalanced datasets and low-
base-rate attack settings, accuracy and ROC curves can be misleading; precision-
recall (PR) analysis is often more informative for imbalanced evaluation [2]. This is
especially relevant to SQLi detection because realistic SQLi prevalence is typically far
below 1% in benign traffic, while operational impact of FPs is immediate [4].

Recommended metric set (with FP emphasis): - Precision, recall, F1 (but interpret
with base-rate awareness) [2].

- False positive rate (FPR) and true negative rate (TNR), since FP control is the dom-
inant operational constraint in WAFs [4].

- PR curves / AUPRC for imbalanced settings [2].

- ROC / AUROC as secondary; AUROC can remain high even when precision collaps-
es under imbalance [2].

- Cost-based metrics (expected cost per request or per alert), explicitly encoding
FP vs FN cost ratios; NIST frames tuning as selecting the appropriate FP/FN balance
for resources and risk [4].

- Robustness metrics under adversarial manipulation: performance on adversarial
test sets, and degradation from clean to adversarial conditions [19].

Conceptual ROC vs PR guidance (qualitative):

ROC: TPR vs FPR (can look good under heavy imbalance).

PR: Precision vs Recall (directly reflects FP burden when positives are rare).

Key takeaway: when SQLi is rare, PR/AUPRC and precision-at-fixed-recall or recall-
at-fixed-FPR are often more decision-relevant.

Deployment considerations: latency, throughput, online learning, and drift

Latency/throughput constraints. WAFs sit on the critical path. Optimization is
therefore not optional: one WAF-focused system (RuleCache) reports performance
gains via caching and online learning of rule ordering, with improvements ranging
from single-digit to multi-fold depending on component and workload composition,
and up to 5.5x total efficiency improvement in the reported prototype [21].

Online learning and tuning cycles. NIST explicitly describes tuning as configuration
adjustment to balance FP and FN, and notes phased deployments to identify false
positives early [4]. In WAF practice, this aligns with staged “detection-only” modes,
shadow evaluation, and controlled threshold changes.

Concept drift and nonstationarity. Intrusion/web traffic is nonstationary; concept
and feature drift are recurring concerns, and surveys emphasize that drift-aware IDS
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methods remain underexplored relative to static benchmarking [22]. Drift is particu-
larly relevant to FP control: evolving frameworks, new encodings, new user agents,
and APl changes can create benign distribution shifts that trigger anomaly detectors
[22].

Data governance and privacy. Real-world HTTP request datasets must be an-
onymized; the 30-day production WAF dataset explicitly emphasizes anonymization
while preserving structural tags like method, URI, triggered rule IDs, and headers [9].
This affects feature choices: models relying on raw content may be harder to share/
reproduce, while rule-trigger features are easier to anonymize and standardize [9].

Representative performance and trade-offs (not directly comparable)

Because datasets and labeling differ substantially, the table below should be read
as evidence of what classes of approaches can achieve, not as a leaderboard.

Table 4. Representative performance and trade-offs

Work / system Key FP-related result Main takeaway
1 2 3
Automated WAF re- Recall 54.6-98.3% at Low-FP rule synthesis is
pair [20] 0-2% FPR; tested against practical.

automatically generated
bypass payloads on ModSe-
curity CRS rule sets across
multiple application con-
texts.

ModSec-Learn [16] Improves the detection- Data-driven rule weight-
FP trade-off and prunes |ing can reduce FP and cost.
>30% of CRS rules using

sparse (L1) regularization;

evaluated on benign and

SQLi HTTP requests with
CRS rule activations as fea-

tures.
ModSec-AdvLearn Up to +30% detection at FP reduction should
[18] negligible false-alarm rates | include adversarial robust-
and up to +85% adversarial ness.

robustness; trained with
semantics-preserving SQLi
mutations on the ModSecu-
rity feature space.
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1 2 3
WAF-A-MoLE [19] Successfully bypassed Precision tuning must be
multiple ML-based WAF tested against evasion.

classifiers (e.g.. Naive
Bayes, Random Forest,
SVM) using a guided-muta-
tion engine that produces
semantics-preserving ad-
versarial SQLi payloads.

Production ModSecu- Anonymized corpus of Real traffic is essential for
rity dataset [9] 147,205 HTTP requests realistic FP analysis.
blocked by OWASP Mod-
Security over 30 days on
a production web server;
preserves HTTP method,
URI, headers, and triggered
CRS rule IDs.
AUROC for the SQLi class Model choice and data
mix strongly affect FP
claims.

Injection-attack WAF
ML eval [23] varies markedly across
model families on web-at-
tack benchmark data, with
reported values ranging
from approximately 0.7 to
over 0.99 depending on
classifier choice and feature
representation.
Up to ~5.5x total through- | Performance gains create
put improvement on pro- room for higher-precision
duction-scale request checks.
workloads via online learn-
ing of CRS rule ordering and
traffic-pattern caching.

RuleCache [21]

Practical synthesis: the strongest FP-focused results tend to (i) report performance
at a fixed low FPR, (ii) incorporate domain constraints (WAF rules, context fields, re-
quest structure), and (iii) treat tuning/adaptation as part of the method rather than
a postscript [16].

A practical FP-aware pipeline (conceptual)

HTTP request -> Parse and normalize (URL decode, canonicalize) -> Feature extrac-
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tion.
Fast stage: CRS/rule triggers and lexical signals.

Low risk -> allow and log; uncertain -> high-precision stage with context-aware ML
and calibration; high risk -> block/quarantine and log.

Analyst feedback is then used for rule and model tuning.

4.Conclusion

Summary of findings. This review has surveyed machine learning approaches to
SQL injection detection through the lens of false-positive prevention in operation-
al, particularly WAF-based, deployments. Three observations emerge consistently
across the literature. First, false-positive behavior is, to a large extent, dataset-de-
fined: synthetic and sanitized benchmarks tend to overstate separability, whereas
datasets derived from production traffic and context-enriched honeypot pipelines
reveal the structural ambiguity that drives FP rates in practice [9]. Second, FP re-
duction is most effectively treated as a multi-layer engineering objective rather than
a property of a single classifier; threshold and risk-score tuning [5], probability cali-
bration [17], cost-sensitive learning [4], hybrid rule-plus-model designs [16], and ad-
versarial training [18] each address distinct failure modes and tend to be most effec-
tive in combination. Third, evaluation practices remain a key source of optimism bias:
AUROC and global accuracy can mask precision collapse under low base rates, and
only PR/AUPRC together with operating-point-specific metrics (e.g., TPR at 1% FPR)
reliably reflect deployment-relevant performance [2].

Open challenges and future directions. Public evaluation remains constrained by
dataset realism, labelling fidelity, and cross-domain generalization. Synthetic data-
sets such as CSIC 2010 remain useful but are structurally simpler than production
traffic, while flow-level datasets (CIC-IDS2017 and its derivatives) frequently contain
extremely small SQLi subclasses, rendering evaluation fragile and potentially mis-
leading in the absence of PR- and cost-aware metrics [7]. Newer real-world WAF
log corpora and context-enriched honeypot-generated request-response datasets
are promising precisely because they better reflect operational ambiguity, which
is the principal root cause of false positives [9]. Adversarial pressure can no longer
be regarded as optional: mutation-based evasion work demonstrates that syntac-
tic detectors—including ML-based ones—can be bypassed via semantics-preserving
transformations, which motivates robust training procedures and continuous eval-
uation against an evolving threat model [19]. Finally, deployment realities—latency
budgets, high throughput, and concept drift—must be incorporated at design time;
acceleration approaches and drift-aware learning are key enablers of systems that
combine low FP rates with high coverage [21].

Concrete recommendations. (1) False positives should be treated as an explicit
optimization objective: performance should be reported at fixed low-FPR operat-
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ing points (e.g.. TPR at 1% FPR), and PR curves with AUPRC should be presented for
imbalanced regimes [2]. (2) Evaluations should be designed around realistic benign
distributions and endpoint diversity; real-world datasets should be used wherever
possible, and the distinction between “blocked by the WAF” and ground-truth exploit
success should be explicitly maintained [?]. (3) Probability calibration and cost-aware
thresholding should be implemented in place of raw model scores when blocking de-
cisions are made [17]. (4) Hybrid WAF-as-feature pipelines should be preferred for
operational explainability and safer FP debugging; learned rule weighting and sparse
selection have demonstrated strong potential for improving the detection-FP trade-
off while reducing inference cost [16]. (5) Adversarial evaluation, and where feasible
adversarial training using problem-space transformations, should be incorporated
into the development cycle, since real attackers actively optimize against the de-
ployed decision boundary [19]. (6) Systems should be engineered for drift: FP rates
should be monitored by endpoint, parameter, and client cohort, and phased rollouts
and tuning cycles should be planned as part of the ML lifecycle [4]. (7) Latency budg-
ets should be specified explicitly; when higher-precision analyses are introduced,
acceleration and caching mechanisms should be employed to preserve throughput
[21]. (8) Reproducibility should be improved by publishing datasets (or privacy-pre-
serving surrogates), data splits, and decision thresholds, since FP behavior is, by its
nature, threshold- and data-dependent [9].

Closing remarks. The principal contribution of this review is the consolidation of ev-
idence indicating that effective machine learning-based SQL injection defense is not
solely a question of model selection but a system-level engineering problem in which
dataset realism, calibration, thresholding, adversarial robustness, explainability, and
operational tuning must be co-designed. The most promising directions for future
research therefore lie at the intersection of these dimensions: the development of
context-rich, openly available datasets that reflect production conditions; the for-
malization of FP-aware evaluation protocols centered on PR analysis and operat-
ing-point metrics; and the construction of hybrid, drift-aware, adversarially robust
pipelines that remain transparent to security analysts. Adoption of the recommen-
dations outlined above is expected to support the development of SQL injection de-
fenses that are not only accurate on benchmarks but also reliable, interpretable, and
maintainable in real-world deployments.
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