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Abstract

This article comprehensively examines the issues of analyzing and predicting dan-
gerous situations in medical systems. Currently, the rapid development of digitaliza-
tion and information technologies in healthcare organizations poses new challenges
to security. The close interrelationship of cyber threats, human factors, organiza-
tional management, and regulatory aspects requires a comprehensive assessment
and prediction of risks in medical systems. The authors considered the classification
of threats, their causes and consequences, as well as methods for managing threats.
Based on international and domestic research, the possibilities of predicting threats
using machine learning and big data were analyzed. The current situation in the
healthcare sector in Kazakhstan was compared with international experience, and
effective ways to manage threats at the national level were proposed. The need for
transcultural adaptation of tools for assessing safety culture was also noted. As are-
sult, integrated approaches to risk management in medical systems have a positive
impact on patient safety and organizational stability. The conclusion provides spe-
cific recommendations for reducing risks and increasing patient safety in healthcare.

Keywords: Medical systems, risk analysis, cybersecurity, human factors, manage-
ment, data privacy, modelling, probability, healthcare, risk prediction.

1. Introduction

Currently, the rapid development of medical systems and the digitization of health-
care have become pressing areas of research on a global scale. The increasing com-
plexity of information technologies in the medical field necessitates a comprehensive
approach to protecting patient data, enhancing the efficiency and safety of medical
processes, and addressing organizational management aspects [1]. Researchers pay
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special attention to the potential risks of cybersecurity threats and human factors in
healthcare systems, as any error or vulnerability can directly impact patients’ lives
and health.

Analyzing and forecasting risks related to the development of information technol-
ogies in medical organizations is fundamental to ensuring the stability and securi-
ty of healthcare systems. According to recent studies, cybersecurity incidents and
organizational errors in healthcare institutions have resulted in significant financial
and moral losses. The World Health Organization (WHO) reports a steady increase in
the number of cyberattacks in the medical sector each year, highlighting the im-
portance of thoroughly studying healthcare systems and improving integrated pro-
tective measures. Over the last few years, the proliferation of medical information
systems that process large volumes of data (Big Data) and the growing prevalence of
Internet of Medical Things (IoMT) devices connected to networks have contributed to
increased risks [2]. Healthcare organizations in Kazakhstan have also been affected
by this trend, creating a growing need for strategic management of medical system
security.

The aim of the study is to provide a comprehensive analysis of threats to medical
systems and to propose scientifically based measures to predict these threats.

2. Material and research methods

Over the past decade, cybersecurity in healthcare has become an intensively stud-
ied field. For example, Nifakos S., Chandramouli K., Nikolaou C. K., Papachristou P.,
Koch S., Panaousis E., and Bonacina S. [1] demonstrated the significant influence of
human factors on organizational cybersecurity in their systematic review. They iden-
tified poorly designed training programs, non-compliance with data security proto-
cols, and social engineering attacks as key contributors to vulnerabilities. Darwish
A., Hassanien A. E., Elhoseny M., Sangaiah A. K., and Muhammad K. [2] analyzed the
integration of Internet of Things (IoT) and cloud computing technologies in health-
care, emphasizing both their innovative potential and the risks they introduce. While
connected device systems have streamlined hospital infrastructure, they have also
increased the likelihood of data breaches.

In Kazakhstan, studies have highlighted shortcomings in the protection of auto-
mated healthcare systems. Alimzhanova Zh. M. and Baiyuzakova A. K. [3] identified
insufficient safeguards in these systems and emphasized the necessity for robust
cybersecurity measures. Similarly, Askar A. J. [4] pointed out that aligning cyberse-
curity with information management practices ensures the seamless functioning of
healthcare institutions.

Kalibekov A. T. [5] discussed strategies for the development of Kazakhstan's health-
care sector, underscoring the critical role of organizational management. Podrecca
M., Culot G., Nassimbeni G., and Sartor M. [6] demonstrated that implementing in-
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ternational standards like ISO/IEC 27001 enhances both operational efficiency and
financial performance. Additionally, Elizabeth M. 3., Jobin J., and Dona J. [7] pro-
posed a fog-based security model to strengthen the protection of electronic medical
records (EMRs) and elevate system-wide security.

Edemekong P. F., Annamaraju P., and Haydel M. J. [8] emphasized the need for leg-
islative measures similar to HIPAA regulations in countries outside the United States,
advocating for their role in minimizing legal risks associated with data breaches. Rus-
sian researchers Sotskova S. I. and Emelyanov A. A. [9] suggested adapting enter-
prise-level risk analysis methods for use in medical organizations to ensure sustain-
able development.

Further studies by Uspanova K. T., Oshakbayev T. Zh., Kamaliev M. A., Kadyrmanov N.
M., Sabanbayev Z. A., and lksanov R. . [10] described the successful implementation
of mobile medical complexes in military healthcare units, noting that challenges such
as insufficient staffing and inadequate training increase overall risks. Rao A., Carreén
N., Lysecky R., and Rozenblit J. [11] proposed probabilistic risk assessment models
for cyber-physical medical systems, emphasizing the importance of continuous staff
training, internal audits, and motivational programs to mitigate human error. Dor-
gushayeva A. K., Dovgal V. A., Kozlova N. Sh., and Kozlov R. S. [12] explored the use of
machine learning technologies for real-time risk detection and prevention, ensuring
rapid responses to critical incidents. Igoshina N. A., Sotskova S. |., and Kalashnikova I.
V. [13] proposed a comprehensive methodology for assessing the quality of services
in rehabilitation centers, contributing to the development of a risk management cul-
ture in the healthcare sector.

Calhoun B. C., Kiel 3. M., and Morgan A. A. [14] examined legal risks associated with
non-compliance with HIPAA regulations and proposed strategies to minimize these
risks. Within the framework of Kazakhstan’s national project «Healthy Nation» [15,
16], particular attention is paid to improving the accessibility and quality of medical
care. However, these documents lack dedicated sections addressing comprehensive
information security. Ito Sh., Kanako S., Kigawa M., Fujita Sh., and Hasagawa T. [17]
analyzed tools for assessing patient safety culture (HSOPS), showing that combining
governmental support with organizational culture significantly reduces risks. Jalali
M. S., Razak S., Gordon W., Perakslis E., and Madnick S. [18] conducted a bibliometric
analysis of medical cybersecurity literature, highlighting the rapid growth of this field
and emphasizing the critical importance of protecting data collected via Big Data,
telemedicine, and wearable devices.

The classification of risks in medical systems is presented in Figure 1.
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Figure 1. The classification of risks in medical systems

Most of these risks are interdependent and therefore cannot be solved by a single
technical method. At the same time, the human factor, culture within the organiza-
tion, and legislative support are becoming the main factors determining the stability
of any organization.

This study used a comprehensive methodological framework to analyze risks in
healthcare systems and propose effective management strategies. A comparative
analysis was conducted to identify similarities and differences between global and
Kazakhstani studies on risk management in healthcare systems. This analysis fo-
cused on:

- Methodologies applied in foreign and local studies.

- Adaptability of international practices, such as ISO/IEC 27001 and HIPAA, to the
healthcare context of Kazakhstan [19].

- Identification of approaches suitable for implementation in domestic healthcare
organizations.

This step identified the specific challenges faced by the healthcare sector in Ka-
zakhstan and served as a basis for developing targeted recommendations. Various
analytical methods were used to assess and predict risks, including:

- Failure Mode and Effect Analysis (FMEA): used to identify potential vulnerabili-
ties and assess theirimpact on operational processes.

-Markov Chains: used to model changes in system states over time, helping to
predict long-term reliability.

- Monte Carlo simulation: used to analyze complex scenarios and estimate risk
probability in multivariable systems.

- Machine learning models: classifiers and neural networks were implemented to
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process large data sets and improve the accuracy of risk predictions.

All research activities followed ethical standards to ensure the confidentiality of
patient and institutional data.

3. The results and discussion

According to the World Health Organization (WHO) 2024 data, the number of threats
to healthcare facilities has increased significantly in recent years. These threats in-
clude cyberattacks, information system vulnerabilities, human error, natural disas-
ters, and changing regulatory requirements. The research findings indicate that the
majority of threats in medical systems are associated with cyberattacks. Phishing
and ransomware attacks have a direct impact on data security within organizations,
potentially leading to financial losses and reputational damage. Insider threats should
be mitigated through strengthened internal monitoring and by enhancing employ-
ees’ proficiency in information security. To minimize software vulnerabilities, it is es-
sential to regularly update systems, implement patches in a timely manner, and uti-
lize modern antivirus solutions. Furthermore, continuous employee training and the
development of a strong cybersecurity culture enhance an organization’s ability to
withstand cyber threats.

In Table 1, the highest probability is associated with human error and phishing, as
medical personnel often fail to adhere to information protocols or are susceptible to
external manipulation. Consequently, the likelihood of data loss increases, leading to
reputational damage for the organization. Although insider threats have a lower prob-
ability, theirimpact is significant due to the extensive access that internal personnel
often possess. The analysis of the main threats to medical systems revealed that
network attacks, human factor influence, software vulnerabilities, phishing attacks
and insider threats have the highest risk. Although network attacks (DDoS, hacker
attacks) have a medium probability, their impact is high, as they directly affect the
availability of data and the operation of the system [20].

Table 1. Classification of major threats in medical systems and their probability
and impact

Threat Type Cause Probability | Impact | Control Mechanism Primary Risk
1 2 3 4 5 6
Network At- Hacking, Medium High Firewall, IPS, network | Data access
tacks DDoS monitoring compromise
Human Error | Employee High Medi- | Regulartraining, in- [System
mistakes um ternal audits errors
Software Vul- | Lack of sys- Medium High Antivirus, patch man- | Susceptibili-
nerabilities tem updates agement ty to attacks
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Table 2. Continued

1 2 3 4 5 6
Phishing Deception |High High Employee training, an- Theft of
and Social [to obtain ti-phishing systems confidential
Engineer- | sensitive data
ing data
Insider Deliberate | Low Very Access policies, monitor- [ Data
Threat actions by High  [ing breaches

insiders

Human erroris one of the most common factors, which leads to system failures and
violations of security protocols. Software vulnerabilities arise from the untimely in-
troduction of updates, which increases the likelihood of attacks. Phishing and social
engineering-based attacks are very common, their probability is high and can lead
to data theft. Insider threats are rare, but their impact is very high, since deliberate
actions by internal employees can lead to complete destruction or theft of medical
data. To prevent these threats, it is necessary to strengthen system security, train
employees and tighten security protocols.

Figure 2. Percentage of Incidents Caused by «Human Error» (2020-2023)

Table 2 shows the distribution of the main threats to the healthcare system by
probability and impact and highlights the most important vulnerabilities that require
urgent attention and mitigation strategies. The Failure Mode and Effects Analysis
(FMEA) method allows for the early identification of potential threats and their caus-
es, but it is constrained by predefined probabilities and lacks complete accuracy in
forecasting. The Markov Chain method enables tracking changes in the state of a
system over time, but processing large datasets presents challenges. This method
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is particularly effective in analyzing the reliability of medical equipment. The Monte
Carlo method can simulate complex scenarios, but its calculations require significant
computational resources. This approach is used for multi-scenario analysis. Artificial
Neural Networks (ANNs) process large datasets and are capable of self-learning, yet
they are difficult to configure. This method is widely applied in medical diagnostics
and image recognition. Machine Learning (ML) offers fast computational capabilities
and can handle various data streams, but achieving high efficiency requires a large
dataset [21]. All these methods should be applied comprehensively for the analysis
and forecasting of threats in medical systems.

Table 2. Comparative analysis of threat forecasting methods

Method Advantages Limitations | Application |Real-Time | Model Com- | Efficien-
Name Area Capability | plexity cy Level
FMEA Early identifi- | Limited to | Operational | Medium Low High
cation of root | probabili- processes
causes ties
Markov Tracks state | Difficultto [ Equipment High Medium Medium
Chain changes over | process reliability
time large data
Monte Models’ com- | Requires Multi-sce- Low High High
Carlo plex scenar- | extensive | nario anal-
ios computa- ysIs
tion
Neural Process- Challeng- | Diagnostics, | Medium Very High | Medium
Networks es large ing to con- | image rec-
datasets, figure ognition
self-learning
Machine | Fastcalcula- | Requires [Datastream| Medium Medium | High
Learning | tions, versa- | sufficient | monitoring
tile data

According to the data in Figure 3, the level of incidents due to employee errors is
especially noticeable in urban hospitals and district clinics. This situation is caused
by the fact that employees do not pay enough attention to confidentiality and in-
formation protocols. In addition, deception by external factors (giving passwords to
outsiders, inadvertently opening phishing emails) is common. To reduce such errors,
it is important to systematically train and increase information security literacy [22].

Figure 3 shows that phishing attacks are at a consistently high rate. Ransomware
attacks are also on the rise, reaching 31% in 2023.
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These figures underscore the need for healthcare organizations to improve their
internal defense protocols. While the incidence of Insider Actions is relatively low, the
consequences can be significant [23].

The research clearly showed the growing trend of the main threats in medical or-
ganizations. First, it was found that the human factor is more likely and has become
the main source of danger (Figure 1). Here, staff training and information culture are
of great importance. Secondly, the fact that phishing attacks prevail over other types
of attacks (Figure 2) requires constant improvement of information security pro-
tocols and internal authorization mechanisms. Methods such as FMEA and Markov
Chain allow for early identification of risks when assessing the reliability of operation-
al processes and equipment.

Figure 3. Types and Frequency of Cyberattacks (2020-2023)

However, the Monte Carlo model has limitations in real-time analysis, since it re-
quires massive calculations based on several scenarios. Neural Networks and Ma-
chine Learning methods are considered indispensable tools for working with large
amounts of data, but highly qualified specialists are required for their harmonious
and effective configuration. Thanks to new technologies, 1o0MT (Internet of Medical
Things) devices significantly improve the quality of medical care. However, the con-
nection of such devices to the network multiplies the flow of information, which in
turn is likely to lead to an increase in cyber threats. Therefore, there is a need to
develop a comprehensive security strategy that includes both internal and exter-
nal threats. Among the organizational measures, it is important to conduct regular
training for employees, check the level of readiness through simulated attacks, and
systematically conduct internal audits. At the same time, it is necessary to improve
specific norms and rules that ensure the confidentiality of medical data from a leg-
islative. In the Kazakhstani context, all cyber risk management systems for national
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healthcare organizations should be regulated on a single platform, which will create
a uniform approach to data exchange and threat prediction.

Within the framework of these measures, particular attention must be given to sta-
tistical modeling and Big Data analysis methods to ensure the stability of the infor-
mation ecosystem. This approach enables the identification of previously unknown
cyberattack patterns while simultaneously strengthening organizational prepared-
ness at a strategic level. The analysis and forecasting of threats in medical organiza-
tions require a multifaceted and integrated approach: managing the human factor,
monitoring new technologies, improving standards and regulations, and reinforcing
the internal security culture of organizations. Only through the synergy of these ef-
forts can the resilience of medical systems and the safety of patients be ensured.

4. Conclusion

In conclusion, the analysis and forecasting of threats in medical systems play a cru-
cial role in modern healthcare. The findings of the conducted research indicate that
the primary threats include network attacks, human factor vulnerabilities, software
weaknesses, phishing attacks, and insider threats. Each of these threats directly im-
pacts the stability of medical organizations, the confidentiality and integrity of data,
and, most importantly, patient safety.

During the identification of effective methods for forecasting and managing risks,
various mathematical models and machine learning technologies were applied. Ma-
chine learning models, such as classifiers and neural networks, were implemented to
process large volumes of data and improve the accuracy of threat prediction. These
methods help reduce the load on medical information systems and enable the early
detection of potential attacks and vulnerabilities.

Based on the research conducted, the following recommendations are proposed to
enhance the forecasting and management of threats in medical systems:

- Strengthening Information Security Protocols - To mitigate network attacks and
cyber threats, the adoption of international standards such as ISO/IEC 27001 is nec-
essary. This measure will enhance the protection of medical organizations’ informa-
tion systems.

- Employee Training and Promotion of an Information Security Culture - To reduce
risks associated with the human factor, regular training sessions should be organ-
ized, and effective countermeasures against phishing attacks should be implement-
ed.

- Integration of Machine Learning and Artificial Intelligence - The incorporation of
machine learning models based on neural networks and classifiers in medical sys-
tems will improve the ability to detect threats in advance. This will enhance predic-
tion accuracy and increase the reliability of information systems.
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- Regular Software Updates - To minimize vulnerabilities, timely system updates
and patch management are critical. This approach ensures the stable operation of
the system and significantly reduces the likelihood of hacker attacks.

« Enhancing Access Control Policies - To prevent insider threats, it is essential to
establish precise access levels within medical information systems, improve moni-
toring mechanisms, and implement advanced encryption methods for data protec-
tion.

To summarize, an integrated approach is necessary for effective threat manage-
ment in medical systems. The implementation of machine learning technologies,
the enhancement of cybersecurity protocols, and the improvement of employees’
information security skills will significantly strengthen the security and reliability of
medical organizations. These strategies will contribute to the protection of patients’
personal data, the improvement of medical service quality, and the overall stability of
healthcare information systems.
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